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How to develop strategies for facing

cyberrisks?
Laurent Peliks, Partner EY

Safe and Ethical Cyberspace, digital assets and risks:
How to assess the intangible impacts of a growing phenomenon?
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Observation : storing the
data on cloud and
outsourcing to an external
provider are becoming
more common

Which issues ? Make sure
that security requirements
are implemented on
externalized services and
be able to understand the
report from third parties

14th & 15th June 2018

Observation : some systems

are crucial to the operation
of the company, any attack
could stop all activities

Which issues ? Map the
company risks and
implement measures
primarily for sensitive
systems

Observation : the Agile

approaches are useful and

allow fast production.
Unfortunately, they
impact the completeness
of the unitary testing
required.

Which issues ? Develop
approaches DevOps
security and supervise
Agile development

Observation : several
industrial control systems
integrate a remote
management access that
allows system maintenance

Which issues ? Have an

expertise on systems and

be able to detect incidents
promptly

Cyberrisk landscape : New challenges & issues

Observation : proliferation
of collaborative
communication systems
while companies lack of
traceability and expertise of
their use

Which issues? Aware
employees on limit
between personal and
professional lives on social
media and manage
efficiently the risks to
brand reputation
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of organizations are confident
that they have fully considered
the information security
implications of their current
strategy, and that their risk
landscape incorporates and
monitors cyber threats,
vulnerabilities and risks.

Source : EY, Global Information
Security Survey, 2017-2018
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iC Developing cyber strategy in a nutshell...

<

Intellectual Capital . Security domains TP :
for Communities Inputs to consider y Building the security
In the Knowledge projects portfolio
Economy . .
: Security Assurance Security governance
SPtr;\;;ogL;s/(i_)ll_ber @ —— Projects related to the
ata Protection Organization c T
security audits g Weakness security organization

Infrastructure Protection

Business relationship

SIDLC Threat management Requirements
Benchmarks /

Projects ‘Fix the basics’

Software securit Operations (SOC, CSIRT,
Insights [ v Operation / Host Strength Threat Intelligence)

Risk management

Incident management

; Security process
Third party management Constraint yp

Organization o / Supply C.h.aln Crisis management T q Awareness / Education

Vulnerability e ren

management . .

- - . Security Architecture
Identity & Access Business Continuity / Challenge

Management Resilience :
Requirem entiﬂ Data Protection
constraints Awareness / Training "

Regqulatory Business
«d ¥,
« Security Roadmap « ARBITRATION «
Operation
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Definition on the

activities & projects
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o Understanding its ecosystem & maturity level is the key

for Commmunities
In the Knowledge

Economy
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Identify high-
value assets
and critical
information
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2 3
Qualify the Identify the
cyber threat cyber attack
exposure tactics
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Define the
adapted
cybersecurity
response plan
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N Focus on crown-jewels: sensitive information & IT assets

Intellectual Capital

for Communities
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Economy

« What are the sensitive processes associated with
your business line that are subject to attacks or
fraud?

 \What are the information assets and the information
system related to these processes?

« What are the different actors (internal and external)
that can interact with this assets?

In the Knowledge
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Focus on cyber threat & vulnerabilities

Main cyber threats

Financial Fraud

Unavailability of operations capacity due
to cyber attacks on industrial equipment

Cyber criminality based on Ransomware or
0-days attacks

Financial information / IP or data steal
(employees / 3rd party)

Hh W N =

Security impact caused by a migration to
the Cloud or a digital transformation,
without considering security aspects

Source: EY Global Information Security Survey 2017-2018

Main Cyber vulnerabilities

Careless or
unaware
employees

Outdated
information system
or architecture
control

Budget constraints
Lack of executive support
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<> Focus on cyberattack & preferred target

Intellectual Capital
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In the Knowledge

Economy
Anticipate Build / Operate React Recover
|| ] ] ]
Provider / Partner / Information transfer / Defense Approach Incident response Besllet e esre
Clients register / collect tools
Data leakage ;
User / endpoints Perimeter defense BCP / DRP
Large exposure/ Carelesg
or unawareness :
Defense-in-depth
Governance
Process i
[rsveien | SreEey Limited reaction / recovery
OPS capacity
Not-tested / designed Ineffective BCP / DRP
security
DATA Architecture Mobile applications
Phishing/social
I I ; network

Acceleration in revealing echnology on the securit

discovering vulnerabilities area o Y DEVOPS

Sophisticated attacks # Bugs/Regression
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Anticipate Build / Operate
N N N _ _
Provider / Partner / Information transfer / Defense Approach
Clients register / collect tools
user/ endpoints Perimeter defense
Share / Collaborate with
IAM
key external stakeholders Defense-in-depth
Cloud / SaaS Governance
Process Innovation / Strategy
OPS
Mastering
ecosystem Mobile application
DATA Architecture
Security — E— E—
monitoring
Security/ Continuous DEVOPS
privacy by Securit security
. Cyber design Operaﬂg’n monitoring Secure
intelligence Center DevOps
Industry standards ‘ Certification standards European Union directives (NIS, ..)
PCIDSS
14th & 15th June 2018

Focus on security roadmap
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‘ State law (LPM)

React Recover

Incident response Resilient architecture
BCP / DRP

BCP/PRA
tested

Workforce and

contractual AT
ke (C\/Der Resilience
incident
response

Active Cyber Insurance
Defense

European
Regulation (GDPR)
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