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ftellectual Capital - Tangible Assets vs. Intangible Assets for S&P 500 Companies, 1975 — 2018

In the Knowledge

Economy Tangible Assets Intangible Assets
= Easy to value = Difficult to value
= Thick and efficient secondary = Thin and inefficient secondary
markets markets
= |nsurable = Difficult to insure
$4.59T S11.6T
Intangible: $3.12T Tangible: $1.47T Intangible:
$1'5T $9.28T
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Intangible: $1228 51.02T $2.32T
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<> Historical Evolution from Tangible to Intangible Assets

$23.6T

Intangible:
$19.82T

Tangible:
$3.78

2018

* Apple
* Alphabet
* Microsoft

* Amazon
¢ Facebook

Source AON
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Meeting 1: Meeting 2:
Rating Board
Systems

Meeting 3:
Intangible
value

Meeting 4:
Insuring
Intangible?

Exposure

Meeting 7:
Recommend
ations

Meeting 6:
Reinsurance?
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* Data
generates
growth

* Value Creation
thanks to
smart
connected
products

14th & 15th June 2018
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Identity and
Security
Tools that
manage user
authentication
and system
access, as

well as secure
the product,
connectivity, and
product cloud
layers

—p>

PRODUCT CLOUD

Smart Product Applications
Software applications running on remote servers that manage the monitoring,
control, optimization, and autonomous operation of product functions

Rules/Analytics Engine
The rules, business logic, and big data analytical capabilities that populate
the algorithms involved in product operation and reveal new product insights

Application Platform
An application development and execution environment enabling the rapid
creation of smart, connected business applications using data access,
visualization, and run-time tools

Product Data Database
A big-data database system that enables aggregation, normalization,
and management of real-time and historical product data

CONNECTIVITY

Network Communication
The protocols that enable communications between the product and the cloud

PRODUCT

Product Software
An embedded operating system, onboard software applications,
an enhanced user interface, and product control components

Product Hardware
Embedded sensors, processors, and a connectivity port/antenna that
supplement traditional mechanical and electrical components
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External
Information
Sources

A gateway for
information
from external
sources—such as
weather, traffic,
commeodity and
energy prices,
social media,
and geomapping
that informs
product
capabilities

Integration
with Business
Systems

Tools that
integrate data
from smart,
connected
products with
core enterprise
business systems
such as ERP, CRM,
and PLM
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Smart
product and
data
analytics
generate new
offers

this is why
digitalisation
Is and will
remain the
engine of
future growth

—— BASIC
INSIGHTS
Such
as use
patterns

External

Data on prices,
weather, supplier

inventory, etc.

DATA SOURCES

Smart, connected

products
Data on location,

condition, use, etc.

Enterprise
Data on service
histories, warranty

status, etc.
RAW
DATA
DATA CONTROL AND ———
LAKE OPTIMIZATION
Aggregated Through, for example,
raw data in software upgrades that

multiple formats

improve performance

SOURCE

RAW
DATA
ANALYTICS
Descriptive Diagnostic Predictive Prescriptive
Capture Examine the Detect Identify
products’ causes of patterns measures
condition, reduced product that signal to improve
environment, performance impending outcomes or
and operation or failure events correct problems
DEEPER
INSIGHTS
> BUSINESS CUSTOMER PARTNER

MICHAEL E. PORTER AND JAMES E. HEPPELMANN

The WO”L.FROM “HOW SMART, CONNECTED PRODUCTS ARE TRANSFORMING COMPANIES,” OCTOBER 2015
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Need of different accounting rules?

o | s [ S | aca

Registred trademark .
Customer datas Yes Yes >< ACCOU”tlng
(Contracts, Files) |(acquisition cost)| (fair value) No rule remove

Technology (patent, Development Cost

software,...) Yes Yes only most Of the

Information systems [(acquisition cost)| (fair value) (research no) Intanglble
other contracts, Yes (acquisition Yes assets frOm
concessions,.... cost) (fair value) balance

Human capital / Know Sheet
How No
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European Directive could support financial
v valuation on IPR

* Directive 2004/48 /EC of the European parliament and of the
council of 29th APRIL 2004 on the enforcement of intellectual
property rights

« Reparation of the moral and economic prejudice
« Reparation of the benefits made by the other party
* Punitive damage
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Cyber Risk and
waie” - Insurance Credit Ratings
<*"Lack of reliable actuarial analysis on this line

— Rating Agencies continue to reach out to its rated entities to get an understanding on

the exposure each entity may have and the way those who issue cyber policies could
aggregate their exposures

« Use of models for cyber insurance risk is not prevalent and tested

= Rating Agencies have been reaching out to various modelling companies to
understand their approaches (similarities and differences) and models

« Current approach to the use of modelling for cyber will be very similar to
the way rating agencies treat natural catastrophe and terrorism exposure

14th & 15th June 2018 The World Conference on Intellectual Capital for Communities
- 14th Edition -



'“ & Main proposal: a cyber risk governance

Intellectual Capital

for Communities
In the Knowledge

Economy

* A cross-function team headed by the

risk manager

« Composed of operational functions from the
15t line of defence and key functions from the

2nd line of defence

* To determine cyber risk exposures in financial
terms and design possible mitigation plans

* Why cross-disciplinary?

* Expertise, by being cross-disciplinary, the group
has the subject and organisational knowledge
to identify the most harmful cyber risks for the
organisation and list the suitable responses

14th & 15th June 2018
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Board

Govemance and oversight of the cyber risk management principles, frameworks and

processes according to the organisation resources and the mandate of the Board

Risk Committee

Presentation of key exposures and risk
treatment plans incl. investment in
cybersecurity and insurance solutions

Cyber Rish.kd[fﬂlvgrkﬂance Group

Mission: Determine cyber risk exposures and establish
appropriate risk treatment and controls

Composition: one representative per function listed below

| r
15t :‘ “ znd
Line of Defence Line of Defence

Rizk Manager

Chief Information
Security [ficer

Data Protection Officer

Compliance Dfficer

Finance Officer

3rd

Line of Defence

Cooperation:
assurance map
and auditability

of mitigation plan

a4
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Increase companies maturity on corporate cyber risk governance and their exposure to
optimize necessary investment and insurance strategy

Propose a framework on external communication of companies on cyber risk and their
exposure

Clarify board members responsibility and liability related to cyber risk

Propose international norms on financial evaluation on the impact of intangible assets of
companies

Develop insurance solutions on intangible assets coverage
Communication on cyber insurance shall be structured and rationalized

Develop access to data for setting cyber risk modeling and clarifying accumulation risk to
allow reinsurance market to be the real engine of insurance market expansion
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